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NGFW AS A SERVICE

Our experts manage your NGFW administration

LR R1:1aY[o=H SO your team can focus on security.

Effective Network Security There is no one-size-fits-all when it comes to your next-generation firewall

Requires More than
Acquiring the Right Tools environment.

Your Trusted Advisor

In addition to having the right NGFWs, you must also have the right skill
set and bandwidth to optimize and manage these tools to ensure your
desired security outcomes.

Our team can manage your NGFW environment to help you:

« Remove/reduce administrative overhead (less expensive than
hiring FTEs)

« Keep your NGFW policies up to date to combat new and emerging
threats

« Ensure your NGFWs are updated to the latest recommended code
« Optimize your existing policies to ensure an efficient policy set

« Gain consistent administrative and executive insight by routinely
creating actionable reports

Our NGFW as a Service offering includes an initial comprehensive review
and planning session to map out best practices assessment and traffic
analysis review, along with a 12-month security posture improvement
plan.

(NGFW). With our white glove approach, our highly certified security
practitioners tailor your NGFW to meet your unique requirements and

Put anj|3RgR3 Team of
Cybersecurity Practitioners
on Your Side

We are practitioners who live
and breathe cybersecurity every
day. Our cybersecurity engineers,
architects, and consultants have
built security programs in the U.S.
Federal Government and Fortune
500 companies. They have achieved
many of the highest levels of
certification across NGFW products and
cybersecurity standards.

Hundreds of Industry and
Product Certifications




GuidePoint Security NGFW As A Service includes:

2V Quarterly Best Practices Assessment and Traffic Analysis Review
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O == Our assessment utilizes your existing NGFW configuration and runs analyses to determine if the configuration adheres
to best practice recommendations.

— Daily/Weekly Automated Reports

We provide reports tailored specifically to your business, giving your administrators and security leaders the necessary
information they need in their inbox consistently.
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Our NGFW team of experts is available for scheduled support hours to perform system tuning and
upgrades to your firewalls.

Policy Tuning and Support Services

We work with you to understand your business requirements, add, move, and/or adjust existing policies and implement
new ones to address your needs.
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Optional Emergency Response Retainers
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In an incident or unscheduled outage, a retainer can be purchased to engage with a GuidePoint Subject Matter Expert
to troubleshoot and support as needed.

*This is not an IR retainer, and DFIR services can not be used for this offering.

Tiered Service Offering
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We offer tiered pricing that not only considers the number of firewalls in scope but also accounts for:
« Deployment type (i.e., data center, perimeter, branch/remote location)

« Number of and complexity of rulesets

« Desired SLA Tier (Tier 1, Tier 2)

AbOUt US GuidePoint Security provides trusted cybersecurity expertise, solutions and services to help organizations
make better decisions that minimize risk. GuidePoint’s unmatched expertise has enabled a third of Fortune
500 companies and more than half of the U.S. government cabinet level agencies to improve their security
posture and reduce risk.
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