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INCIDENT RESPONSE TABLETOP EXERCISES

HUAIIdIncident Response plans to the test,

without the time and cost of an actual breach.

Security isn’t a game, but Tabletop exercises simulate real-world incident scenarios relevant to
playing it like one can improve your organization and evaluate your response process and capabilities.
your efficacy in the face of a Through our tabletop exercises, we can help identify potential gaps and
real incident. areas of improvement in your incident response process.

Ensure You’re Prepared for an Incident

cybersecurity program, but ensuring you’re prepared for a real
emergency is also of utmost importance.

Testing your security systems and defenses is a vital part of any (C: : ):\

Our Tabletop Exercises will put your incident response plan through

a simulated incident while avoiding any potential repercussions of Put a Highly-Trained,
real-world testing against your infrastructure. ARgIdTeam on

We collaborate with you to develop a simulated incident from our list of Your Side
predefined scenario topics, or we can create a scenario custom to your

organization’s current processes, policies, and infrastructure. Our highly certified, operational

cybersecurity experts have lived and

By walking your team through a full incident, our facilitator will observe breathed your job.

and evaluate your team’s:

@ Knowledge of internal groups, external third parties and their  More than 70% of our workforce
ceEeT e ralos consists of tenured cybersecurity

engineers, architects and consultants

© Individual responsibilities when responding to an incident © Many have managed security within the

DoD and U.S. intelligence agencies and

(@ Overall ability to execute against your defined incident Fortune 500 companies

response plan

Benefits: Hundreds of Industry
In the end, you’ll receive a report detailing: and Product Certifications

© How well your team followed & Observed gaps, shortcomings

the existing IR plan and areas for improvement
© How effective the plan © Recommendations for
was in addressing the improving your IR plan

simulated scenario




Building a tabletop exercise that

No two organizations are the same, and neither are our tabletop exercises. Our scenarios cover common and high-risk threats and attack
patterns, including:

D

“& Ransomware —$~ Business email compromise @ Web Application exploitation

3?5( Supply Chain attacks Nation-state and targeted 89y Cloud Services compromise

PN attack compromise
8 Telecommuter compromise

Whether using a predetermined scenario or a fully customized exercise, our tabletop exercises are always tailored to your environment
and needs.

Every Tabletop Exercise scenario we develop and deliver goes through six steps to ensure that it is a perfect match for your
goals, and the results will deliver actionable takeaways to improve your security.

1 We work hand-in-hand with your team to collect information about your organization, including your current processes,
policies, infrastructure, tools, and more.

Our Digital Forensics and Incident Response (DFIR) experts customize or develop a simulated incident for your organization.

N

Time is scheduled to execute the simulated incident with participants, as defined in your existing incident response plan.

N

We present your team with the simulation and observe their discussions as to how they would respond to the incident.

N

Over the course of the exercise, the facilitator provides observations, responses, and recommendations to guide your
team through the incident response process.

NS

6) We develop a Tabletop Exercise Summary of your team’s handling of the incident, your IR plan’s effectiveness, and ways
to improve.

Take Your IR Testing to the Next Level

With our Purple Team exercise, our experienced Red and Blue teams will collaborate with your team to simulate an attack against
your organization. We work together to confirm your visibility and capabilities against real-world incidents. Additionally, we will
perform knowledge transfer and enable your team in real time, evaluate your Incident Response methodology and provide feedback.

AbOUt Us GuidePoint Security provides trusted cybersecurity expertise, solutions and services to help organizations
make better decisions that minimize risk. GuidePoint’s unmatched expertise has enabled a third of Fortune
500 companies and more than half of the U.S. government cabinet level agencies to improve their security
posture and reduce risk.
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http://guidepointsecurity.com
https://www.facebook.com/GuidePointSec/
https://twitter.com/guidepointsec
https://www.linkedin.com/company/guidepointsec
https://youtube.com/c/Guidepointsecurity
https://www.guidepointsecurity.com/purple-teaming/

